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Data privacy has quickly become a critical topic for financial organizations across the globe. Governance 
professionals have been left scrambling to figure out a way to comply with the new privacy laws and 
regulations, especially with the European Union’s General Data Protection Regulation (GDPR), and the 
California Consumer Privacy Act (CCPA).

The GDPR, which took effect in 2018, applies to businesses operating within the European Union (EU), 
and it is also legally binding for international businesses that have operations, sites or remote workers in 
the European Union. The GDPR applies to anyone who collects and processes personal data about EU 
data subjects (identified or identifiable natural person[s].

Signed in 2018, the (CCPA) became effective on January 1, 2020. Similar to the GDPR’s privacy require-
ments, the CCPA impacts individuals and businesses far beyond the borders of California. Most financial 
services organizations throughout the United States as well as those doing business online will now be 
required to adhere to CCPA’s data protection regulations.

Because of the similarities between the two acts, businesses that successfully prepared for the General 
Data Protection Regulation were better-prepared for CCPA than those who did not. However, the CCPA 
is stricter in some areas than the GDPR. Experts advise that all businesses pay close attention to both 
the similarities and differences in the two acts and begin building a privacy framework that complies 
with both laws. Financial organizations that do this will be better prepared for any federal or state specif-
ic data privacy laws which are already being introduced and are expected to be modeled after the data 
protection principles required by the CCPA and GDPR.  

What is the same and what is different?

Although both regulations include personally identifiable information in their definition of personal data, 
CCPA builds upon that definition by including data that is linked with a consumer, household, or device 
as defined in the CCPA. Both laws define publicly available data. Also, both laws require that businesses, 
upon request, let users know what information has been collected about them, what is shared or sold, 
and who that information is shared with or sold to as well as other user rights.

The following (non-comprehensive) chart highlights the key components of the GDPR and CCPA and 
how they impact businesses and individuals globally:
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GDPR CCPA

Scope:
Who Must 
Comply?

The GDPR applies to Data 
Controllers (those who 
determine the purposes 
and means of collecting and 
processing the personal data). 

Processors (those who process 
the data on behalf of the 
controller).

All businesses or individuals that 
sell products, services, or collect 
personal data about individuals 
within the EU must comply with 
the GDPR regardless of its size 
or for profit or not for profit 
status. 

A Controller may be a website, 
mobile app, or software as a 
service (SaaS) owner as well as a 
traditional business owner.

The CCPA applies to for-profit 
entities that meet one of the 
following criteria: 

• They do business in 
  California and have 
  annual gross revenue of 
  at least $25 million.
• Make at least 50 percent of 
  their revenue from ‘selling’ 
  the data of California 
  citizens (the definition of 
  selling data under the 
  CCPA is very broad).
• Alone or in combination 
 yearly buys, receives for 
  its commercial purposes, 
  sells, or shares for 
  commercial purposes 
  alone or in combination 
  personal information of 
  50,000 or more 
  consumers, households, or 
  devices.

Parts of the CCPA apply 
specifically to service 
providers and third parties.
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GDPR CCPA

Scope:
Who Is 
Protected?

The protection afforded by the 
GDPR applies to natural persons, 
whatever their nationality or 
place of residence, in relation to 
the processing of their personal 
data within the European Union. 

• Data subjects are defined  
 as any person whose 
  personal data is being 
  collected, held or processed. 

CCPA protects individuals 
residing in California on a 
non-temporary and non-
transient basis (consumers). 

• Consumers are a natural 
  person who is a California 
  resident. 
• This includes consumers 
  that live in California but 
  are  traveling outside of the 
  state temporarily.
• Employees of a business 
  or a business’s vendors 
  could also be consumers.
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GDPR CCPA

Scope:
What 
Information
Is 
Protected?

Personal Data is protected 
under the GDPR.  

• It includes any information  
 relating to an identified or 
  identifiable natural person 
  (‘data subject’); an 
  identifiable natural person 
  is one who can be identified, 
  directly or indirectly, in 
  particular by reference to 
  an identifier such as a name, 
  an identification number,  
 location data, an online 
  identifier or to one or more 
 factors specific to the 
  physical, physiological, 
  genetic, mental, economic, 
  cultural or social identity of 
  that natural person. 

• Includes publicly available  
 data.

• Prohibits processing of 
  defined special categories of 
  personal data, including 
 racial or ethnic origin,   
 political opinions, religious or 
  philosophical beliefs, or 
  trade union membership, and 
  the processing of genetic 
  data, biometric data for   
 the purpose of uniquely   
 identifying a natural person, 
  data concerning health 
  or data concerning a natural 
  person’s sex life or sexual 
 orientation without a specific 
  legal basis for processing the 
  personal data.

Personal information is protected 
by the CCPA. It includes any 
information which relates to, 
describes, or identifies an 
individual Californian consumer 
or household. It also includes 
any data that can reasonably 
be linked to the consumer or 
household, whether directly or 
indirectly.

• Personal information 
  includes but is not limited 
  to the following: A real name, 
  alias, postal address, unique 
  personal identifier, online 
  identifier Internet Protocol 
  address, email address, 
  account name, social security 
  number, driver’s license 
  number, some commercial 
  information, biometric 
  information, Internet or other 
  electronic network activity, 
  passport number, or other 
  similar identifiers.

• Excludes certain publicly  
 available government records 
  are well as certain personal 
  information covered by 
  other legislation, such as 
  HIPAA, GLBA, CalFIPA and 
  the Common Rule.
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GDPR CCPA

Scope:
What 
Activities 
Are 
Covered?

Comparison:
Aggregated, 
Pseudonymous, 
and De-
Identified 
Data?

GDPR covers the processing of 
personal data. It includes any 
activities involving personal 
data throughout its lifecycle, 
including its collection, 
distribution, storage, and 
destruction.

Pseudonymous (tagged with 
an alias) data qualifies as 
personal data while deidentified 
or anonymous (stripped of 
identifying information) data is 
not considered personal data 
under the GDPR.

Aggregated and deidentified 
data is not considered personal 
information under the CCPA. 

Exception: If a consumer’s 
identity can be reasonably 
guessed with remaining data, 
then data is not considered 
deidentified.  

CCPA covers the collection, 
processing, and sale of personal 
information. 

It defines sale as “selling, 
renting, releasing, disclosing, 
disseminating, making available, 
transferring, or otherwise 
communicating orally, in 
writing, or by electronic or other 
means, a consumer’s personal 
information by the business to 
another business or a third party 
for monetary or other valuable 
consideration.”
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GDPR CCPA

Individual’s
Rights:
Data
Deletion
Requests

GDPR gives data subjects the 
right to request deletion of all 
data with limited exceptions. 

Entities must comply if: 

• The data no longer serves 
  the purpose for which it was 
  collected 

• The data subject withdraws  
 consent and there is no other  
 legal basis for processing the  
 data  

• The data has been unlawfully  
 processed or collected 

• The data must be erased in  
 order to comply with a law

• The data belongs to a child

The following exceptions allow a 
company to refuse a request for 
deletion if:

• Retaining the data is covered  
 under free speech 

• Compliance with another EU 
  law demands that the data be 
  retained 

• Retaining the data serves the  
 public health 

• The data serves a scientific 
  or historic purpose and is 
  appropriately pseudonymized 

• For the establishment,   
 defense or exercise of legal  
 claims

Under the CCPA, data deletion 
requests apply only to personal 
information collected directly 
from the consumer. It does not 
apply to the deletion of personal 
information collected from third 
parties about the consumer. 

The CCPA also includes 
exceptions to this right. Data 
erasure requests may be denied 
when it is needed for:

• Completing the original   
 business purpose for which it  
 was collected

• Complying with the California  
 Electronic Communications  
 Privacy Act 

• Security and anti-fraud   
 detection 

• Maintaining server logs 
  needed for repairing system  
 errors

• Exercising free speech 

• Research that benefits the  
 public interest 

• Internal usage that serves a 
 legitimate business interest 
  and is aligned with the reason 
 for collecting the data in the 
  first place 

• Compliance with another law
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GDPR CCPA

Individual’s
Rights:
Data
Access
Requests

Individual’s
Rights:
Data
Portability
Requests

Data subjects have the right 
to know whether a company 
holds their personal data and 
request a copy of their personal 
data that is being stored and or 
processed. Such information 
should be given to the data 
subject in a structured and 
machine-readable format or 
commonly used electronic form.

Companies must provide a 
response to a data subject’s 
request within one month of 
receiving the request. If the 
company notifies the data 
subject, it can extend its 
response an additional month in 
certain circumstances.

In addition to the requirement 
for getting their personal data 
in a readily usable form, the 
GDPR gives data subjects the 
right to have their personal data 
transferred directly to another 
controller (data portability).

The CCPA does not include data 
portability as named; however, 
the consumer’s right to receive 
a copy of his or her personal 
information includes the ability 
to receive it in a portable and 
readily usable format.

Consumers have the right
to request what information 
a company stores and or 
processes about them, 
including with whom the 
company shares the consumer’s 
personal information. The 
consumer may receive the 
requested information by mail 
or electronically. It must also 
be provided in a readily-usable 
format.

Companies must respond to a 
consumer’s request within 45 
days of its receipt. If reasonably 
necessary, a business may 
extend the response an 
additional 45 days as long as it 
notifies the consumer within the 
first 45 days.
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GDPR CCPA

Individual
Rights:
The Right to 
Opt Out of 
Data 
Processing

Privacy by 
Design:
Data Protection 
Impact 
Assessments 
(DPIAs) 

Data subjects can opt out of 
allowing their personal data to 
be processed if: 

• It is for profiling, direct 
  marketing, and statistical, 
  scientific, or historical   
 research

• The data is inaccurate (the  
 data subject has the right to  
 correct inaccuracies)

• The processing is unlawful,  
 but the data subject prefers  
 restriction rather than   
 deletion.

A Data Privacy Impact 
Assessment (DPIA) must be 
performed on all personal data 
processing activities that may 
contain a high risk to the data 
subject. Under the GDPR, to 
determine if something is ‘high 
risk’ you need to consider both 
the likelihood and severity 
of any potential harm to 
individuals.

The CCPA does not require a 
company to perform a DPIA.

Consumers can only opt out 
of the sale of their personal 
information. Businesses must 
notify consumers of their right 
to opt out of the sale of their 
personal information. 

Businesses must honor the 
consumer’s request for a 
minimum of 12 months before 
attempting to contact the 
consumer to authorize the use of 
the personal information again.  
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GDPR CCPA

Children’s 
Privacy
Rights

Data Security 
Requirements

Children’s personal data requires 
a higher level of security under 
the GDPR. Under the GDPR, the 
age of consent for children is 
16. Although individual member 
states can lower the age of 
consent to 15, 14, or 13.

If their child is under the age 
of consent, parents must give 
their consent before their child’s 
information can be collected 
and processed online or offline.
Individuals or businesses are 
legally required to post their 
privacy practices in their privacy 
notice(s).

The GDPR requires companies 
to take appropriate technical 
and organizational measures 
to ensure the security of the 
personal data that is appropriate 
to any potential risk. 

The CCPA’s security provision 
incorporates three elements: 

• Encryption and redaction;
• Reasonable security   
 procedures and practices; 
 and
• A proportionality element
  when protecting personal  
 data.

Businesses are obligated to 
protect Californian consumers’ 
personal information with 
reasonable security procedures 
and practices.

Teens ages 13-16 must opt-in to 
the sale of their personal data 
(not the processing). Parents 
can provide consent for younger 
children. 

Children under 13 are also 
protected by the Children’s 
Online Privacy Protection Act 
(COPPA). Parental consent is 
required to collect personal 
information from a child under 
13 in the United States. Also, an 
additional COPPA compliant 
privacy notice is required in 
addition to a regular privacy 
notice.
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GDPR CCPA

Privacy
Notices

Third Party 
Management

The GDPR requires that 
companies inform data subjects 
of their data collection and 
processing activities. This 
requirement includes posting 
a public facing privacy notice, 
on a website, mobile app, SaaS, 
and or a traditional business that 
includes required disclosures by 
the GDPR. 

This privacy notice is required to 
be at the point when collecting 
personal data from the data 
subject ensuring transparency 
when obtaining consent to use 
the data subject’s personal data.

GDPR requires controllers to 
enter into a legally binding 
agreement with their data 
processors that are processing 
personal data on their behalf. 
These agreements define the 
requirements that the data 
processor must follow to 
process, protect, return, and 
destroy the personal data from 
the controller. 

CCPA also discusses third 
parties and separates them into 
two different categories: Service 
Providers and Third Parties. 

Companies that process 
personal information on behalf 
of another company should 
enter into a service provider 
contract (data processing 
agreement) to ensure that the 
service provider is protecting 
the personal information of the 
controller as required by the 
CCPA. 

The CCPA also requires that 
companies provide privacy 
notices that disclose the types 
of personal information collected 
and the intended use for such 
information. The privacy notice 
needs to be available to the 
Californian consumer before 
their information is collected. 

Additional notices and optout 
links or buttons are required 
on a website, mobile app, or 
SaaS when 50% or more of 
a businesses income comes 
from the selling of a Californian 
consumers’ personal information.  
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GDPR CCPA

Non-
Discrimination

Penalties for
Non-
Compliance

Companies are not allowed to 
discriminate against consumers 
who choose to exercise their 
rights.

Consumers also have the 
right to opt out of “solely 
automated” decision making 
(processing data without the 
involvement of a human) based 
on their data profile if such 
automated decision-making 
results in legal or “significant” 
consequences for the consumer. 
For example, a worker’s pay 
cannot be determined solely 
by a computer algorithm that 
processes data about the 
worker’s productivity. 

Private Right of Action: 
GDPR grants consumers a 
right to private legal action for 
material and immaterial damage 
caused by a data breach. 

Civil Penalties: 
GDPR allows civil penalties up 
to 4 percent of the company’s 
annual global turnover (gross 
revenue) or EUR20 million, 
whichever is higher. 

Companies are also subject to 
additional penalties that may be 
imposed by EU member states. 

The CCPA allows civil and 
private legal action for 
noncompliance if companies 
cannot rectify violations within a 
30-day period. 

Private Right of Action: 
Consumers may seek between 
$100 and $750 per violation.

Civil Penalties: 
California’s AG can file suit. 
Penalties are $2,500 per 
negligent violation and up to 
$7,500 for intentional violations. 

Likewise, companies are not 
allowed to discriminate against 
consumers who choose to 
exercise their rights. 

Companies may charge more 
if consumers opt out of data 
collection, but only if the 
absence of data presents a 
reasonable difference in cost to 
provide a service. 

Companies can also choose 
to offer financial incentives for 
allowing data processing, as long 
as the incentives are disclosed.
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Make Privacy Compliance Part of Your Company’s Training

Privacy compliance will require companies to take proactive steps and, in many cases, build new da-
ta-storage systems. Most companies are unaware of or struggle with knowing exactly what information 
they have, where it is stored, and for what purpose it is being processed. Conducting a data inventory is 
one of the first steps companies should take to achieve compliance with most global privacy laws. 
Once a company has an idea of the type of data it controls, it can begin to classify the data based on the 
risk of harm to the individual if improperly used or shared. Proper categorization of data will make com-
pliance with most global laws much more achievable and will reveal where the company should increase 
its security measures to protect the data it holds. 

Financial companies should recognize that CCPA and GDPR are not one-off laws, but the beginning of a 
trend. Privacy groups in California have already begun the process for increasing the privacy protections 
that were either left out of the CCPA or not considered to be robust enough for the privacy of consum-
ers. In addition, many states currently have proposals or laws that have been introduced and are either 
pending feedback or approval. Others have begun passing more robust laws. With these changes and 
the efforts to create a federal privacy law preempting state laws, compliance teams should continue 
monitoring these proposals and changes in order to stay in compliance. 

Be a part of the future of data governance, join the Association for Data and 
Cyber Governance. For more information, visit adcg.org

Copyright Association for Data and Cyber Governance:  • info@adcg.org


